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Abstract Federated learning (FL) has emerged as a promising paradigm for privacy-preserving collabo-
rative model training in healthcare, yet a pronounced gap persists between its performance in simulated
research settings and genuine clinical deployments. This scoping review, conducted following PRISMA-ScR
guidelines, systematically surveyed FL research in healthcare indexed in PubMed from 2016 onward. Of
1,338 initially identified papers, 772 met inclusion criteria, of which only 25 (3.2%) represented genuine
real-world FL deployments. Real-world deployments generally demonstrated near-equivalent performance
to centralized baselines, though practical barriers, such as infrastructure complexity, data heterogeneity,
partial labeling, and unvalidated privacy mechanisms, remain pervasive. These findings underscore that
the federated learning deployment gap is primarily an infrastructural and organizational challenge rather
than an algorithmic one, and identify key conditions required for broader clinical adoption.

1 Introduction

Despite the transformative potential of machine learning (ML) and artificial intelligence (AI) in healthcare—from
disease diagnosis and prognostication to treatment personalization [1, 2]—a fundamental bottleneck remains: access
to large, diverse, yet privacy-sensitive clinical data. Healthcare data are inevitably siloed across institutions, each
with its own infrastructure, annotation standards, and regulatory constraints [3]. The rapid expansion of AI in
medicine is not only technical but also reflected in publication activity; a network-based analysis by Karpov et al.
[4] revealed distinct research clusters and emerging trends, confirming that AI for clinical applications has become
a major scientific domain. Beyond traditional clinical domains, AI methods have also been extensively applied
to mental health—from diagnosing conditions to supporting rehabilitation as recently reviewed by Khorev et al.
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[5]. These advances, however, are constrained by the difficulty of aggregating data from multiple sites without
violating patient privacy.

Federated learning (FL), first formally introduced by McMahan et al. [6], offers a compelling resolution to this
tension. FL enables a model to be trained collaboratively across decentralized nodes without requiring direct data
exchange. This paradigm shift has rapidly attracted interest from both academia and industry [7, 8], and is widely
regarded as one of the most promising frameworks for privacy-preserving machine learning at scale.

Yet a pronounced deployment gap has emerged between federated learning as studied in controlled research set-
tings and its actual deployment in clinical environments. The majority of published FL studies in healthcare rely
on simulated federation—partitioning centralized public datasets such as MIMIC-III or ABIDE across artificial
“clients” to mimic a multi-institutional scenario [9–11]. While methodologically convenient, this approach fails to
capture the complexity of real-world deployment: heterogeneous institutional infrastructure, differences in data
collection protocols, inconsistent annotation standards, variable network conditions, and unvalidated privacy guar-
antees [12]. As this review shows, only 3.2% of FL studies in healthcare represent genuine real-world deployments
across independently operating institutional infrastructure. The remaining 96.8% rely on simulated settings. As
a result, models that perform well in simulation frequently face significant degradation or practical infeasibility
when confronted with genuine federated conditions [13, 14].

The systematic discrepancy between simulated and real-world FL performance and applicability—the deploy-
ment gap—has received growing attention [12]. However, its causes, manifestations, and mitigations are still being
actively studied. As illustrated in Fig. 1, simulated studies operate under idealized conditions (centralized data
partitions, controlled heterogeneity, perfect networks, identical preprocessing), whereas genuine deployments con-
front infrastructural complexity, natural domain shifts, partial labeling, IT constraints, and unvalidated privacy
mechanisms. This figure highlights that the deployment gap is primarily infrastructural and organizational rather
than algorithmic, and that only a tiny fraction (3.2%) of published research reflects real-world conditions.

This review focuses on key FL frameworks and their applications under both simulated and real-world condi-
tions. We discuss various implementations of FL, their recurring limitations, and survey genuine real-world FL
deployments in order to provide a clear view of the current state of the field, its unresolved problems, and the
conditions required for FL to fulfill its potential as a widespread tool in healthcare.

Fig. 1 The FL deployment
gap: simulated versus
real-world healthcare
settings. The left column
summarizes typical
conditions in simulated
studies (96.8% of the
literature), while the right
column shows challenges
encountered in genuine
clinical deployments (3.2%).
The gap is characterized by
infrastructural complexity,
data heterogeneity, partial
labeling, and unvalidated
privacy mechanisms
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This review is structured as follows. Section 2 describes our PRISMA-ScR compliant methods. Section 3 presents
the results: the overwhelming dominance of simulated studies (Sect. 3.1), the performance of genuine real-world
deployments (Sect. 3.2), and a thematic analysis of recurring limitations — infrastructure, data heterogeneity, and
privacy mechanisms (Sect. 3.3). Section 4 concludes with actionable recommendations for closing the deployment
gap.

2 Methods

2.1 Inclusion criteria

The present scoping review was guided by the standards of the Preferred Reporting Items for Scoping Reviews
(PRISMA) Statement [15]. Following inclusion criteria, in order to be included into this review, the paper should
be:

1. Published in peer-review academic journal indexing in PubMed database;
2. Published not earlier than 2016;
3. Written in English;
4. Presenting an FL framework, system, or application in a healthcare context in simulated and/or real-world

deployment.

We excluded conference proceedings, books, theses, reviews and pre-prints. A small number of highly relevant con-
ference contributions identified during full-text review of cited/related work were retained as supporting evidence,
but excluded from the final count of review results.

2.2 Search query

To make a distinction between real-world applications and simulated environment studies, we employed a block-
based search query construction approach. The first block focuses the search on the federated learning:

(federated learning OR federated machine learning OR federated OR federated deep learning
OR federated training)

The second block introduced the healthcare context:

(healthcare OR clinical OR medical OR hospital OR patient data OR electronic health record
OR medical imaging OR clinical trial)

Using AND logical operator, we ensured that the search results contained research on FL in healthcare.
The aim of the present review, however, implies division of these results into two groups: real-world deployment of

FL and simulated studies. This represents a challenge, as authors rarely report the simulated environment explicitly.
In the attempt to review the struggles of real-world deployments of FL, the categorization of real-world deployment
articles was performed manually by abstracts and full-text screening. The criteria for real-world deployment was
determined as follows: FL system must involve independently operating institutional infrastructure, as opposed to
a single centrally held dataset artificially partitioned into simulated clients.

The initial screening was performed using ASReview [16], and the results were revised manually, since not all
articles clearly report a deployment type in abstracts.

3 Results and discussion

3.1 Query summary

The initial search yielded 1338 papers on federated learning in healthcare. 566 papers were excluded at initial
screening due to compliance with one of the exclusion criteria. Among the rest 772 papers, 25 papers representing
on-site deployment were manually selected.

Thematic grouping of included papers revealed three largest clusters of papers with the prevalence of medical
imaging and segmentation-based research (118 papers). 53 papers are dedicated to development of new aggregation
algorithms and 50 papers use EHR data modality for clinical prediction. The remaining included papers were
distributed across smaller and more heterogeneous thematic groups that were not individually broken out in this
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report. Therefore, only 3.2% of all FL research in healthcare found in this review represent genuine real-world
deployment of FL architecture.

3.2 Real-world deployments

Evidence from genuinely real-world FL deployments suggests that federated models rarely match centralized, data-
pooled baselines exactly, but the magnitude and direction of the gap vary considerably by task and setting. The
most frequently observed outcome is near-equivalence. For instance, [17] reported that the FL model achieved
non-inferior classification accuracy relative to the centralized comparator (center-level accuracies 78.3–98.5%),
while [18] found that a federated model predicting coronary artery calcification scores reached sensitivity 67%
and specificity 69%, compared with 66% and 70% for the centralized equivalent. Similarly, [19] demonstrated
that FL-based re-training of an automated echocardiography measurement tool reduced measurement deviations
from human reference values to non-significance in all but two of the evaluated cardiac parameters, which is a
comparable result to centralized re-training. Where a genuine performance cost is detectable, it is modest: [20],
deploying FL on real heterogeneous IoT edge devices for ECG arrhythmia detection, reported an F1-score of 93%
under federation versus 97% for a centralized model. This four percentage point deficit the authors explicitly frame
as an acceptable trade-off given the gains in privacy, scalability, and practical feasibility.

Importantly, this is one of the very few real-world studies to report this gap honestly rather than treating it
as negligible. [21], conducting real-world lung pathology segmentation experiments across six German university
hospitals within the RACOON network, reported that the FL model outperformed all less complex alternatives,
including pseudo-centralisation approaches, suggesting that in sufficiently heterogeneous real-world settings, FL
can actually exceed what a naive centralized approach achieves when data pooling is imperfect or when domain
shift between sites is pronounced.

3.3 Limitations and challenges

Reported limitations could be clustered into four recurring categories across the reviewed studies.

3.3.1 Infrastructure and deployment complexity

Unlike centralized architectures, FL requires setting up the central server, managing communication protocols
across several local clients, and ensuring consistent preprocessing pipelines across clients, which required substan-
tial coordination effort [17]. In [21], authors report a detailed taxonomy of practical hurdles encountered during
real-world FL deployment at six German university hospitals, including orchestration complexity, logging and
experiment management, and the need for IT expertise at each site. Authors of [22] report that hospital and
corporate network restrictions required an open port to be configured on the FL server, which was resolved by
deploying the server on AWS in a semi-public network. Long experiment durations were also a practical issue,
limiting the frequency of experimental iterations. Various attempts to reduce deployment barriers were made,
including leveraging pre-configured Raspberry Pi microcomputers [23].

3.3.2 Data heterogeneity and partial labeling

Partial lableling and data heterogeinity represent a challenge for FL models for several reasons. Authors of [24]
directly address partial labeling as a structural challenge: different hospitals had only annotated data relevant
to their own research focus, leaving large volumes of unlabelled data unused. In FL setting, local models do not
’see’ a complete picture of the input during training, placing pressure on the aggregation function [19, 25]. Also,
real-world heterogeneity causes substantial variation in local model performance [26] – an effect rarely present in
simulated studies.

3.3.3 Data privacy

A considerable body of research focuses on enhancing privacy in FL systems through privacy-preserving tech-
nologies integrated directly into the learning pipeline. Among all included papers, 228 articles (29.5%) mentioned
privacy as a design objective, of which 85 (11.0%) proposed or evaluated a specific privacy-enhancing mechanism
such as differential privacy, homomorphic encryption, or secure aggregation.

It should be noted that ’privacy’ in this context refers specifically to privacy-preserving mechanisms operating
during the federated training process itself rather than to data anonymisation or de-identification procedures
applied prior to data sharing, which fall outside the scope of the FL-specific mechanisms discussed below.
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Differential privacy (DP) is the most frequently employed formal privacy mechanism in the reviewed literature.
The dominant implementation is differentially private stochastic gradient descent (DPSGD), in which calibrated
Gaussian or Laplace noise is injected into model gradients before aggregation, bounding the influence of any
individual training example and providing a quantifiable privacy guarantee expressed through the privacy budget.
Applications span a wide range of clinical tasks, most prominently COVID-19 detection from chest X-ray and
CT imaging, breast cancer classification, polyp and surgical instrument segmentation, PET artifact correction,
arrhythmia diagnosis from ECG signals, multi-omics survival analysis, and postoperative mortality prediction in
colorectal surgery. A recurring finding across these studies is the privacy-utility trade-off. In particular, tighter
privacy budgets reliably degrade model performance, sometimes substantially [27, 28].

Several papers propose technical mitigations for this trade-off. Knowledge distillation combined with ensemble
weighting is used to recover utility under DP noise constraints [29–31]. A minority of papers employ local differential
privacy (LDP), in which noise is applied at the client before transmission rather than centrally [32]. The multicenter
colorectal surgery mortality study [33] and the multi-institutional PET imaging paper [34] describe genuinely
distributed deployments, underscoring that formal privacy guarantees remain largely unvalidated in production
healthcare environments.

Homomorphic encryption (HE) represents a cryptographically stronger privacy guarantee than DP. Rather than
adding noise to gradients, HE allows computations to be performed directly on encrypted model updates, so that
the aggregating server never observes plaintext weights. The most commonly used scheme is Paillier encryption,
a partial HE scheme supporting addition over ciphertexts, which is sufficient for FedAvg-style weighted averaging
and is employed by papers including the Paillier-based FL-SSL framework for COVID-19 CT classification [35]
and the PriCell framework for disease-associated cell classification [36].

More recent contributions extend this to fully homomorphic or dynamic HE. FedGraphHE [37] proposes dynamic
HE tailored for federated graph neural networks in smart healthcare networks, and Health-FedNet [38] combines
HE with differential privacy for chronic disease prediction on MIMIC-III, representing one of the few papers to
layer both mechanisms.

A consistent and openly acknowledged limitation across HE-based FL papers is computational overhead.
Encrypting, transmitting, and aggregating ciphertext model updates introduces substantial latency and mem-
ory cost relative to plaintext FL. The paper [39] directly benchmarks HE against DP and standard FL on a cloud
training scenario, concluding that HE suffers from prohibitive overhead when model updates are independently
encrypted by numerous clients, while DP introduces accuracy degradation. Addressing the overhead problem is a
central motivation for several papers. In particular, a lightweight HE-FL framework for skin cancer diagnosis [40]
and an efficient HE approach for diabetic retinopathy classification [41] both explicitly prioritize computational
efficiency as a design objective, proposing optimized encryption pipelines that reduce latency while preserving
privacy guarantees. Split federated learning combined with HE [42] further attempts to redistribute the computa-
tional burden between clients and the server. As with DP, all HE-FL studies in this corpus operate in simulated
or laboratory environments; none describes a production deployment across independently operating hospital
infrastructure.

Another privacy-preserving technology, largest privacy-adjacent category in the corpus, and also the most het-
erogeneous in terms of its functional role within the FL pipeline, is blockchain. Unlike DP and HE, which pro-
tect the privacy of gradient updates during aggregation, blockchain primarily addresses trust, auditability, and
model integrity. The clinical applications in this group are notably concentrated around COVID-19 detection and
IoT-based healthcare [43], with numerous papers combining FL, blockchain, and edge computing for pandemic
surveillance, CT-based COVID diagnosis, lung cancer detection, and wearable monitoring [44–46]. A notable sub-
set positions blockchain as a mechanism for ensuring equitable model contribution and transparent governance
across institutions, extending its role beyond privacy into accountability [47, 48].

4 Conclusion

This scoping review confirms that federated learning in healthcare remains predominantly a simulation-based
research endeavor: only 3.2% of reviewed studies represent genuine deployments across independently operating
institutional infrastructure. Where real-world deployments do exist, federated models generally achieve perfor-
mance comparable to centralized baselines, suggesting that algorithmic maturity is not the primary barrier to
adoption. Instead, the evidence consistently points to infrastructural complexity, cross-site data heterogeneity,
and inconsistent annotation standards as the dominant challenges. Privacy-preserving mechanisms, while exten-
sively studied, remain largely unvalidated in production settings. For FL to fulfill its potential as a widespread
tool in healthcare, future work must prioritize reproducible deployment frameworks, standardized communication
protocols, and prospective evaluation under genuine federated conditions, moving the field from proof-of-concept
simulation toward accountable clinical practice.
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